Deploy Node.js app to Amazon EC2

Node.js application can be hosted by various web servers, Apache, IIS, Nginx, etc. In the post, |
introduce how to deploy Node.js application to the Amazon Cloud Server, EC2.

There are mainly 5 steps:

e C(Create EC2 Instance

e Use Putty to Connect EC2 Remote Server

e Setup Node.js environment in EC2 Instance

e Create simple node app and start Node server

e Deploy Local Node.js application to EC2 Instance

1. Create EC2 Instance
1.1 Login to Amazon EC2
http://aws.amazon.com/ec2/
Sign up ‘Amazons free micro instance of EC2’ if you have no AWS Account yet.
1.2 Create Instance
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1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review
. H C: I and Exit
Step 1: Choose an Amazon Machine Image (AMI) anceland £

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by AWS, our user
community, or the AWS Marketplace; or you can select one of your own AMIs

Quick Start 110 22 of 22 AMIs

My AMIs Amazon Linux AMI 2016.03.1 (HVM), SSD Volume Type - ami-d0f506b0

Amazon Linux  The Amazon Linux AMI is an EBS-backed, AWS-supported image. The default image includes AWS command line tocls, Python, Ruby, Perl,

- 64-hit
RN and Java. The repositories include Docker, PHP, MySQL, PostgreSQL, and other packages.
Community AMIs Root device typezebs  Virtualization type: hvm
[ Red Hat Enterprise Linux 7.2 (HVM), SSD Volume Type - ami-775e4{16

Free tier only (i
Red Hat Red Hat Enterprise Linux version 7.2 (HVM), EBS General Purpose (S5D) Volume Type

o b

Root device type:ebs  Virtualization type: hvm

SUSE Linux Enterprise Server 12 SP1 (HVM), SSD Volume Type - ami-d2627db3
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Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory, storage,
and networking capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Learn more about instance types and how they can meet your computing needs.

Filter by:  All instance types Current generation v  Show/Hide Columns
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Finally, review and launch.
After the instance is generated, create security group.
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1.3 Create Key Rair
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Key Pair. node on ec2

Key pair name  node on ec2
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2. Use Putty to Connect EC2 Remote Server
2.1 User PUTTYGEN.EXE to convert key
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ocal machine, eg. nodeonec2.pem.

5’ PuTTY Key Generator

RS

File

Key
Mo key.

Key Conversions

Actions

Save the generated key

Parameters

Type of key to generate:
(7)1 SSH-1(RSA)

Load an existing private key file

Help

Generate a public/private key pair

Generate

T

Save public key

@ S5H-2 RSA

MNumber of bits in & generated key:

{©) 55H-2 DSA

Save private key

2048




E Load private key:

[l

QU | ;v Computer » Work (D:) » TempDev » putty - | 3 | | Search putty jel |
Organize + MNew folder =~ [0 l@l
g Mame Date modified =
-l Libraries
- 5 Nodej 05/05/2016 07:2
j Documents p—
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=| P PpscrEXE 04/11/2015 10:0=
EP PSFTR.EXE 04/11/2015 10:0
#d Homegroup
E’Q PUTTY.CHM 04/11/2015 10:0,
. L | PUTTY.CNT 04,/11/2015 10:0,
1% Computer
. _ | BB PUTTY.EXE 05/05/2016 03:1
&, Local Disk (C) - )
@& PUTTY.HLP 04/11/201510:0
—a Work (D:) = TR i
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cw Save (E3) ||| o .
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Q PuTTY Key Generator
Eile

Key
Public key for pasting into OpenSSH authorzed_keys file:

sshsa
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Key fingerprint: zshsa 2048 7:6b:71:2b:13:.cbfa:8b.d2:1a:67:eb b6:61:7c:c1
Key comment: imported-opensshdey
Key passphrase:

Corfirm passphrase:

Actions

Generate a public/private key pair

Load an existing private key file

Save the generated key Save public key l [ Save private key ]

Parameters

Type of key to generate:

() S5H-1 (RSA) @ S5H-2 BSA (7) 55H-2 DSA
Mumber of bits in a generated key: 2048

After save, nodeonec2.ppk is generated.
2.2 Configure PUTTY.EXE

In session, provide IP address(The public ip of your EC2 instance) and session name.




'ﬁ PuTTY Configuration @

Category:
= Session | Basic options for your PuTTY session |
aging Specify the destination you want to connect to
[=- Terminal Part
- Keyboard °
- Bell h2 2442149 22
- Features Connection type:
= Window 1 Raw () Telnet ) Rlogin @ SSH () Serial
Appea!ance Load, save or delete a stored session
- Behaviour
- Tranglation
.. Selection ModeOnEC2 |
- Colours Default Settings
- Connection EC2_Distribute_1
.. Data ECZ SinEIe Mode
- Proney
Telnet
Rlogin
-55H
Serial Close window on exit:
) Always () Never (@ Only on clean exit
[ About ] [ Help ] [ Cpen J [ Cancel ]

The IP is the Public IP of your EC2 instance. It is only available when the instance is running.
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Scheduled Instances B  Instance Settings 3 Stop
Descripti
Commands Image 3 Reboot

Dedicated Hosts Networking b Terminate Public DNS  ec2-52-24-42-149.us-west-
CloudwWatch Monitoring » 2.compute.amazonaws.com

nstance state”  running PublicIP  52.24.427149

Instance type  12.micro ElasticIP -
PrivateDNS  ip-172-31-26-144 us-west- Availability zone  us-west-2b
2 compute.internal
172.21.26.144 i launch-wizard-1. view rules
Volumes Private IPs Security groups
Secondary private IPs Scheduled events  No scheduled events
Snapshots
VPCID vpc-33d37as7 AMIID  amzn-ami-hvm-2016.03.1 x86_64-ap2 (ami-

Connection->Data, add user, always ‘ec2-user’.



& PuTTY Configuration @
Categany:

B2- S!assion Data to send to the server

P Logging Login details

[=1- Terminal
- Keyboard Autodogin usemame ec2user
- Bell When usemame is not specied:
- Features @ Prompt () Use system usemame {Johnny)

=) Window ) .
.. Appearance Terminal details
- Behaviour Teminaltype string xterm
- Translation )
.. Selection Teminal speeds 35400.33400

i C"" Cogurs Environment variables

= Connection

[:m Wariable -EE.
Wal
- Telnet e
- Rlogin
[+-55H
- Serial
[ ot || Heb | [_Gen || Cancel |

Connection ->SSH ->Auth, load the private key ppk file.

ﬁ PuTTY Configuration

(2 |l

Category:
- Keyboard - Options controling S5H authertication
- Bell
- Features [T Bypass authentication entirely {SSH-2 only)
=1 Window — Digplay pre-authentication banner (35H-2 only)
Appea!ance Authentication methods
- Behaviour
- Translation Attempt authentication using Pageant
.. Selaction [] Attempt TIS or CryptoCard auth (SSH-1)
- Colours Attempt "keyboardinteractive” auth (SSH-2)
= G cti
= TBZ’:E:DH Authentication parameters
- Praxy - [ Allow agert forwarding
- Telnet [ Mllow attempted changes of usemame in S5H-2
- Rlogin —Private kev file for suthentication:
= 55H DA TempDev'putty nodeonec? ppl Browse. ..
- Cipher
F]..
=TT
= AN
- Tunnels
- Bugs -
[ About ] [ Help ] [ Cpen ] [ Cancel

Back to session, save the configuration.
2.3 Connect to EC2 remote server
Choose the newly created session, double click it or click the ‘Open’ button.



% PuTTY Configuration 7 @
Category:

= Sgssion - Basic options for your PuTTY session

i TE““ I_.oglging Specify the destination you want to connect ta
Tm}é;:board Fiiﬁ"TEJTe El:'ir |P address) P_T
- Bell h2.24 42145 22
- Features Connection type:

= Window Raw Telnet Rlogin @) S5H Serial
- Appearance

PP ) Load, save or delete a stored session

- Behaviour
- Translation E Saved Sessions
- Salection NodeOnEC2
C':'I':'!"rs Default Settings | Tor] |

=I- Connection EC2_Distribute_1 —
. Data | Save |
- Proxgy _
.. Telnet | Delete |
- Rlogin
—I-55H

Kea( Close window on ext:
Cipher Abways Mewver @ Only on clean exit
- Auth
| About | | Help Cpen | [ Cancel

EP ec2-user@ip-172-31-26-144:- == [

"

Note, the IP address here is internal IP. When using putty to connect EC2 remote server, make sure
launch the instance first. You have to change the IP in putty every time if you reboot the instance.
The Public IP address of the EC2 instance changes to different value once it restarts.

3. Setup Node.js environment in EC2 Instance

3.1 Update your EC2 Amazon Linux
sudo yum update

3.2 Install GCC



3.3

3.4

3.5

4.2

sudo yum install gcc-c++ make

sudo yum install openss|-devel

Install Node.js

sudo yum install git

git clone git://github.com/nodejs/node
cd node

./configure

make //it may take long time to compile
sudo make install

Add node folder to secure_path

sudo su

nano /etc/sudoers

append :/usr/local/bin to the end of secure_path

B root@ip-172-31-26-144:/home/ec2-user

GNU mano 2.5.3 File: fetc/sudoers

= e M W e

m

2y
¥
2y
¥
2y
¥
2y
¥
2y
##
'y
##
'y
##
ryy
##
ryy
##

Install npm

git clone https://github.com/npm/npm

cd npm

sudo make install

Create simple node app and start Node server

Create folder ‘site’

mkdir site

Create file ‘server.js’

nano server.js

append the following content to the file, save and exit.

var http = require('http');

function onRequest(request, response) {
console.log("A user made a request" + request.url);
response.writeHead(200, {"Context-Type": "text/plain"});



https://github.com/npm/npm

response.write("Here is your response");
response.end();

}

http.createServer(onRequest).listen(8080);
console.log("The server is running at 80...");

EP ec2-user@ip-172-31-26-144:~fsite = -3 |5
GNU nano 2.5.3 File: server.js -

yonse™) ;

[ Read 11 lines ]

4.3 Redirect port
You cannot make node server listen to port 80. Run the following command to redirect requests
from port 80 of EC2 server to port 8080 of our Node server.

iptables -t nat -A PREROUTING -p tcp --dport 80 -j REDIRECT --to 8080

4.4 Start our Node server

P ec?-user@ip-172-31-26-144:~ fsite || (=]
£ p




4.5 Open web browser, access the site with public IP.
' EC2 Ma xTE] HowlGo x VE™ DanWah x 7V [ 52.244: x' Howtoir X

<« C fN 52.24.42.149
: D) fia] i

Here is your response

-

5. Deploy Local Node.js application to EC2 Instance
5.1 Install CyberDuck

https://cyberduck.io/?l=en
5.2 Launch CyberDuck and Upload
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File Edit View Go Bookmark Window Help

@ Quick Connect - {F‘Q} - :\__x: 6 b @ E é

Open Connection Action GetInfo Refresh | Edit Upload Transfers Disconnect
m o @ « » | |/homefec2-user vl E] Search 0
-

Filename Size  Modified

b J node -- 05/05/2016 06:58:49 PM

b 4 npm -- 05/05/2016 05:03:58 PM
__ npm-debug.log 1750 KiB 05/05/2016 07:00:17 PM

b . site -- 05/05/2016 04:40:08 PM

4 Files

# ec2-user@52.24.42.149 - SFTP (o= =]

File Edit View Go Bookmark Window Help

g Quick Connect - {}, ﬁ 6 - @ Iil

Open Connection Action GetInfo Refresh | Edit Upload Transfers Disconnect
MO @ || «]|[r][/homeeduser z) [(a ] [search P
Filename - . Modified
b Camuas] | PEICHRICC B | 0s/05/2016 09.08:09 M
[ & :58:

node I3\ SETP (SSH File Transfer Protocol) N s
b L npm 05/05/2016 05:09:58 PM

| npm-d Server: 522442149 Port: 22(= 05/05/2016 07:00:17 PM

P si A0

ste URL:  sftpi//ecl-user@52.24.42.149:20/ 05/05/2016 04:40:08 PM

Username:  ec2-user

Password:
[] Anonymous Login
Save Password

! v ) More Options

5 Files
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Login 52.24.42149 with usernarne and password. Please contact your
web hosting service provider for assistance.

+" Login failed

Hh
—)

Username: ec2-user

Password:

[ Anonymous Login

[7] Use Public Key Authentication

Mo Private Key selected

Save password

Select the folder, make sure delete all files in ‘node_modules’ folder.

-

& ec2-user@52.24 42149 — SFTP = || B
File Edit View Go Bookmark Window Help
e |J[Fe= =
Open Connection ct
P Look in: . Nodels - G ? sl g
mo | . o]
e Name Date modified Type
AT by " CanvasWebSocket 05/05/2016 09:05 ... File folder
> L node Recent Places | Nogejsaction 05/04/2016 0831 ...  File folder
b 1 npm ! . NodeOnEC2 05/05/2016 03:04 ... File folder
_ npm-debug.leg | OfficialGuide 05/01/2016 09:43 ... File folder
b site Desktop | WebPack 05/01/2016 03:45 ... File folder
. Youtube 05/01/2016 12:40 ... File folder
LiEraries
A
Computer
“
h 1 | 1 "
MNetwork
Choose: CanvasWebSocket -
[ Choose ] ’ Cancel
4 Files m
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Resumme Reload Stop Remowe Open  Show

CanwvasWebSocket hd

Opening SFTP connection to 52.24 42,149

URL:  sftp://52.24.42.149/hom...-user/CanvasWebSocket
2
j Local File: D:\WorkSpace\GitHub\Study\N...\CanvasWebSocket E]

®O0 A

Resume Reload Stop Remowve Open  Show

CanvasWebSocket A

Upload complete

™ 183KiBof183 KB

URL:  sftp://52.24.42.149 /hom...-user/CanvasWebSocket
2
j Local File:  D:\WorkSpace\GitHub\Study\N....\CanvasWebSocket [E]




Refresh the folder in putty, the new folder exits.
B ecZ-user@ip-172-31-26-144: ~

5.3 Go into the folder

npm install

npm start
5.4

Open Chrome, Firefox, on different device.

This node project is a drawing application. It uses Socket.lO to broadcast the changes from one
client to other clients.

The first user ope
€« C A [}523251.159

3 Apps [B) ST HEAE -

ns it in chrome, waits others to join and draws something later.
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The second user opens it in Firefox. The same painting as the first user draws.

/' HTMLS Canvas + NodeJS Sock., % | +
o N

€ 523251159 (& Search

The third user open it on iPad.
iP 4

ch_Associative_Arrays - DA S saas - Google Search w Architecting .NET Web Appl >~ [} HTMLS Canvas + Node.JS x ‘

< C [ 523251159 % & oy




The forth user opens it on iPhone.
eeeee ltrame ¥ 22:46 34% m_)

& 52.32.51.159 1]

6. Useful command in linux

Command Description

Is Show files/directories under the current folder
sudo su Switch to root user

sudo su -- ec2-user Switch to ec2-user

nano filename Open/Create file with nano

mkdir foldername Create folder

sudo make uninstall Uninstall, go to the folder and run it.

7. Reference
How | Got Node.js Running On A Linux Micro Instance Using Amazon EC2
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How to install & setup Node.js on Amazon EC2 — complete guide
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Setup Node.Js Enviroment on Amazon EC2 linux

http://adndevblog.typepad.com/cloud and mobile/2014/12/setup-nodejs-enviroment-on-amazon-
ec2-linux-1.html

https://docs.npmijs.com/misc/removing-npm

8. lIssues
8.1 Remove npm
Sometime, npm itself doesn’t work properly.

EP ec2-user@ip-172-31-26-144:~ fsite == =]

Then we have to uninstall and install it again.
sudo npm uninstall npm -g

If it doesn’t work, go the ‘npm’ folder, run:
sudo make uninstall
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